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Abstract 

 Due to the high volume and velocity of big 

data, it is an effective option to store big data in the 

cloud, as the cloud has capabilities of storing big 

data and processing high volume of user access 

requests. Attribute-Based Encryption (ABE) is a 

promising technique to ensure the end-to-end security 

of big data in the cloud. However, the policy updating 

has always been a challenging issue when ABE is 

used to construct access control schemes. A trivial 

implementation is to let data owners retrieve the data 

and re-encrypt it under the new access policy, and 

then send it back to the cloud. This method, however, 

incurs a high communication overhead and heavy 

computation burden on data owners. A novel scheme 

is proposed that enable efficient access control with 

dynamic policy updating for big data in the cloud. 

Developing an outsourced policy updating method for 

ABE systems is focused. This method can avoid the 

transmission of encrypted data and minimize the 

computation work of data owners, by making use of 

the previously encrypted data with old access 

policies. Policy updating algorithms is proposed for 

different types of access policies. An efficient and 

secure method is proposed that allows data owner to 

check whether the cloud server has updated the 

ciphertexts correctly.  
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I. INTRODUCTION 

Big data refers to high volume, high 

velocity, and/or high variety information assets that 

require new forms of processing to enable enhanced 

decision making, insight discovery and process 

optimization. Due to its high volume and complexity, 

it becomes difficult to process big data using on-hand 

database management tools. When hosting big data 

into the cloud, the data security becomes a major 

concern as cloud servers cannot be fully trusted by 

data owners. As the name would itself suggest, big 

data is an enormous or huge data-set, with a massive 

and complex volume so as to make it extremely 

difficult to process in the way traditional datasets are 

being managed as of today. The huge dataset pose 

excessive challenges in terms of analysing, capturing, 

storing, sharing, visualizing, presenting and securing, 

as it is unwieldy. It can provide low-cost, high-

quality, flexible and scalable services to users. In 

particular, cloud computing realizes the pay-on-

demand environment in which various resources are 

made available to users as they pay for what they 

need. Cloud storage is one of the most fundamental 

services[1], which enables the data owners to host 

their data in the cloud and through cloud servers to 

provide the data access to the data consumers (users). 

However, it is the semi-trusted cloud service 

providers (CSPs) that maintain and operate the 

outsourced data in this storage pattern [2][3].  

 

To prevent the unauthorized entities from 

accessing the sensitive data, an intuitional solution is 

to encrypt data and then upload the encrypted data 

into the cloud [6][7].Nevertheless,the traditional 

public key encryption and identity based encryption 

(IBE) [8] cannot be directly adopted. The reason is 

that they only ensure the encrypted data can be 

decrypted by a single known user, such that it will 

decrease the flexibility and scalability of data access 

control. Attributed-based encryption (ABE) proposed 

by Sahai and Waters in [9], can be viewed as the 

generalization of IBE [8]. Decryption is possible if 

and only if the attributes of cipher text or secret key 

satisfy the access policy. Goval et al. [10] formulated 

two complimentary forms of ABE: key policy ABE 

(KP-ABE) and cipher text-policy ABE (CP-ABE). 

 

In KP-ABE, user’s secret key is associated 

with an access policy and each cipher text is labeled 

with a set of attributes; while in CP-ABE, each cipher 

text is associated with an access policy and user’s 

secret key is labeled with a set of attributes. 

Compared with KP-ABE, CP-ABE is more suitable 

for the cloud-based data access control since it 

enables the data owner to enforce the access policy 

on outsourced data. However, there remains several 

challenges to the application of CP-ABE in cloud-

based data access control. On one hand, there is only 

one attribute authority (AA) in the system responsible 

for attribute management and key distribution [11], 

[12], [13]. 

 

II. SYSTEM MODEL 

As shown in Figure. 1, consists of five kinds of 

entities: CA, AAs, data owners, users and CSP. 
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Figure 1: Efficient Revocation For Multi-Authority 

Cloud Storage Systems 

 

The CA sets up the system and responses the 

registration requests from all the AAs and users. 

However, the CA is not involved into any attribute-

related management. Each AA administers a distinct 

attribute domain and generates a pair of public/secret 

key for each attribute in this attribute domain. 

Without any doubt, each attribute is only managed by 

a single AA. Once receiving the request of attribute 

registration from a user, the AA generates the 

corresponding attribute secret keys for this user. 

Additionally, each AA is responsible to execute the 

attribute revocation of users. 

 

Before uploading a shared data to the cloud 

storage servers, the data owner defines an access 

policy and encrypts the data under this access policy. 

After that, the data owner sends the cipher text and its 

corresponding access policy to the CSP. Meanwhile, 

the data owner is responsible for issuing and revoking 

the user’s authorization. 

 

Each user is labeled with a set of attributes, 

besides a global unique identifier. In order to obtain 

the shared data, each user needs to request the 

attribute secret keys and authorization from AAs and 

data owner, respectively. Any user can download the 

ciphertext from the CSP. Only the authorized user 

who has the specific attributes can successfully 

recover the outsourced data. It becomes obvious that 

the CSP provides data storage service and enforces 

the process of ciphertext update. The ciphertext 

update occurs in the following two cases: (1) any of 

AAs revokes users’ one or more attributes; (2) the 

data owner revokes one or more authorized users. 

 

III. FRAMEWORK 

The framework of efficient revocation for 

multi-authority cloud storage systems consists of the 

following phases: 

 

Phase 1: Initialization of System 

First, the CA generates some global public 

parameters for the system, and accepts both the AA 

registration and user registration. Then, each AA and 

data owner respectively generate the public 

parameters and secret information used throughout 

the execution of system. 

 

Phase 2: Generation Secret Key and Authorization  

When a user submits a request of attribute 

registration to AA, the AA distributes the 

corresponding attribute secret keys to this user if 

his/her certificate is true. When a user submits an 

authorization request to data owner, the data owner 

generates the corresponding authorization key and 

delivers it to this user. 

 

Phase 3: Data Encryption 

For each shared data, the data owner first 

defines an access policy, and then encrypts the data 

under this specified access policy. Thereafter, the 

data owner outsources this ciphertext to the CSP. The 

encryption operation will use a set of public keys 

from the involved AAs and the data owner’s 

authorization secret key. 

 

Phase 4: Data Decryption 

All the users in the system are allowed to 

query and download any interested ciphertexts from 

the CSP. A user is able to recover the outsourced 

data, only if this user holds the sufficient attribute 

secret keys with respect to access policy and 

authorization key with regard to outsourced data. 

 

Phase 5: Attribute-level Revocation 

For attribute-level revocation, the AA who 

manages the revoked attribute, issues a new public 

key to this revoked attribute, and generates attribute 

update keys for non-revoked users and a set of 

ciphertext update components for CSP. Each non-

revoked user who holds the revoked attribute will 

update the corresponding attribute secret key upon 

receiving the attribute update key. Based on the set of 

ciphertext update components, the ciphertexts 

associated with the revoked attribute will be updated 

by the CSP. 

 

Phase 6: User-level Revocation 

In order to revoke a user’s access privilege, 

the data owner generates a new authorization secret 

key used for authorization , a set of authorization 

update keys for non-revoked users and a set of 

ciphertext update components for ciphertext update. 

When receiving the authorization update key, each 

non-revoked user updates the authorization key and 

obtains the new version. All the involved ciphertexts 

will be updated by the CSP based on the set of 

ciphertext update components. 

 

A. Security Assumptions and Threat Models 

 The CA is a full trusted party. 

 Each AA is also trusted. But, any of AAs will 

never collude with users. 

 The CSP is honest but curious, namely semi-

trust. It will correctly execute all the prescribed 
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operations, but may try to decrypt the ciphertexts 

stored in the cloud servers by itself. 

 Each user is dishonest, and may collude with 

others to obtain unauthorized access to data. 

Meanwhile, each user is not allowed to expose 

his/her attribute secret keys and authorization 

key to an adversary. 

IV. CONCLUSION 

A new data access control scheme for multi-

authority cloud storage systems this scheme provides 

two-factor protection mechanism to enhance the 

confidentiality of outsourced data. If a user wants to 

recover the outsourced data, this user is required to 

hold sufficient attribute secret keys with respect to the 

access policy and authorization key with regard to the 

outsourced data. In our proposed scheme, both the 

size of cipher text and the number of pairing 

operations in decryption are constant, which reduce 

the communication overhead and computation cost of 

the system. In addition, the proposed scheme 

provides the user-level revocation for data owner in 

attribute-based data access control systems. Extensive 

security analysis, performance comparisons and 

experimental results indicate that the proposed 

scheme is suitable to data access control for multi 

authority cloud storage systems. 
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