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Abstract 

Cloud computing is one of the increasing 

computing technologies in spread paradigm. Even 

though technology is rising quickly, but any illegal 

user can use the weakness for cloud computing 

system. Big data is a term for data sets that are so 

large or complex that traditional data processing 

application software’s are inadequate to deal with 

them. Challenges contain imprison, storage space, 

testing, data creation, search, input, move, 

apparition, querying, and updating and information 

privacy. Different types of approaches are in 

development to keep the privacy of this system. In this 

paper, we use a capable encryption algorithm to 

secure E-Hospital management in the cloud and give 

segmentation to maintain secret medical record of 

cloud, For reducing the record size, we used Hadoop 

and Map Reduce E-Health is a general used system, 

widely known as electronic health, where there live 

many types of services, providing electronic health 

records, prescriptions, healthcare information 

systems, etc. In this paper, a successful security 

framework, which is authentication technique that 

suits the recent e-health, is proposed. 
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I. INTRODUCTION 
 Health care is one of the most concerns in 

India. In this paper, we analyze and expose the 

benefits of Big Data Analytics and Hadoop in the 

applications of Healthcare. The developing country 

like India with huge population faces various 

problems with the field of healthcare with respect to 

the expenses, meeting the needs of the economically 

poor people, access to the hospitals, and research in 

the field of medicine and especially in the time of 

distribution epidemics. This paper gives the 

participation in Big Data Analytics with Hadoop and 

reveals the impact of the same to render the services 

of health care to everyone at the optimal cost. 

  

P.Zadrozny et al, a Pointed out that, the 

current developments in the Web, sensors, social 

media and mobile devices have resulted in the 

explosion of data set sizes. For e.g. Facebook today 

has more than billion users, with million active users 

generating more than terabytes of new data each day 

[21]. 

 R.Agrawal, et al described, E-Health has 

increased its success and popularity in a short period 

of time. In practice, the system has to be secured and 

e-health service provider is entrusted with the 

responsibility to handle the sensitive information [1].   

 D.C. Kaelber, et al stated that, now 

organizations invest millions of dollars in the best 

PHR architectures, value propositions, and 

descriptions [2]. Ming et al presented the personal 

health record is used to store the data’s of the user 

insecure and in an efficient way. It will be a valuable 

asset to individuals and families, enabling them to 

add and manage their healthcare information using 

secure, standardized tools [3]. 

 Individuals own and manage the 

information about the PHR, which comes from 

healthcare providers. The personal health record has 

been maintained by a private environment, so that 

only authorized user can access the data. The PHR 

does not replace the legal record of any provider [4]. 

D.T. Mon, et al Describe in other words, they are 

electronic health records (EHRs) that are owned by 

patients. Which contain medical data generated 

within one specific care institution [5] [6]. 

 Ziyuan Wang stated the main key 

characteristics of Cloud computing [7]: Zhang Xin et 

al is explained that, gainful, on-demand self service, 

omnipresent system admission, Rapid flexibility, 

High consistency and, adaptability. In cloud 

computing concerts, ease of use and safety are main 

research topics. Among them cloud computing 

security is one of the important research topics. [8] 

Han Hu et al pointed out the Map Reduce is in useful 

in a number of areas where huge data analysis is 

required [9]. Tom White clarifies many applications 

which handle the huge data sets have been settled. 

[10] 

 Haluk Demirkan illustrated Electronic 

Health Record systems (EHR) store the entire 

patient’s medical history information from the time 

of admittance, check-up tests performed on the 

patient, prescriptions, readmission in sequence and 

any other relevant information of the patient. These 

data have to be effortless to get to and managed by all 

health care providers [11]. WLiu, et al expressed 

there are various stakeholders in generating the 

Electronic health records of the patients [12]. 
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 J Gantz et al explained, big data are a hum 

word today in each association. The global data size 

is estimated to be around 40,000 Exabyte’s the data 

being doubled once in two years as per IDC report 

[13]. Demand for big data analysis is increasing at a 

high pace. Applications developed in business [14], 

science, health care show the insight value that big 

data bring into organizations. Big data cover five V’s: 

(1) Volume (2) Variety (3) Velocity (4) Veracity (5) 

Value. 

In response to the difficulty of analyzing 

huge-scale data, rather a little capable method, such 

as variety, data condensation, density-based 

approaches, grid-based approaches, divide and 

conquer, incremental learning, and distributed 

computing, have been presented [25]. 

The patient information should be readily 

available to the nurse, so that she can help the patient 

instantly in case of chronological poor health. The 

patients should be able to find the clinical trials 

relevant to him very easily [15]. There are various 

analytical methods for the big data. The most proper 

methods with respect to health care are (1) 

Recommendation system (2) Deep Learning and (3) 

Network analysis [16]. 

II. RELATED WORK 

Increased use of the Internet, and progress in 

Cloud computing creates a large new dataset with 

increasing value to the business. Data need to be 

processed by cloud applications are emerging much 

faster than the computing power. Hadoop-Map 

Reduce has become a powerful computation model to 

address these problems. Nowadays, many cloud 

services need users to share their confidential data 

like electronic health records for research, analysis or 

data mining, which brings privacy concerns [59].  

 

K-anonymity is one of the widely used 

privacy models. The scale of data in cloud 

applications rises extremely in agreement with the 

Big Data propensity, thereby creating it a dispute for 

conventional software tools to process such large 

scale data within an endurable lapsed time. As a 

consequence, it is a dispute for current 

anonymization techniques to preserve privacy on 

confidential extensible data sets due to their 

inadequacy of scalability [59].  

  

Map Reduce is a framework for efficiently 

processing the analysis of big data on a large number 

of servers. It was industrial for the back end of 

Google’s search engine to enable a large number of 

commodity servers to efficiently process the analysis 

of huge numbers of WebPages collected from all 

over the world [17]. Apache [18] [19] developed a 

project to implement Map Reduce, which was 

published as open source software (OSS), this 

enabled several organizations, such as business and 

university, to tackle big data analysis. Map Reduce 

[20] is a simple programming model for processing 

huge data sets in parallel. 

 

Even though the market values of big data in 

these researches and technology reports [26–32] are 

different, these forecasts usually point out that the 

scope of big data will be growing rapidly in the 

forthcoming future. In addition to marketing, from 

the results of disease control and prevention [33], 

business intelligence [34], and smart city [35], we 

can easily understand that big data are of vital 

importance everywhere. 

 

In this session we will discuss about the 

encryption and decryption. Review, most previous 

PHR research focused on the areas of information 

self – management and information exchange [24]. 

Section 2 of this paper deal with related work done in 

e-health care electronic health record, google map 

reduce, and Hadoop distributed file system. Section 

3, explains an actual process of e-health care, and 

proposed work, in section 4, experimental analysis 

and implementation results are given, and finally, 

section 5 presents a conclusion of this paper. 

 

Nowadays, the data that need to be analyzed 

are not just large, but they are collected of different 

data types, and even including streaming data [36]. 

Since big data has the unique description of ―huge, 

high dimensional, mixed, complex, shapeless, unfair, 

loud, and inaccurate,‖ which may change the 

arithmetical and data analysis approaches [37]. 

Although it seems that big data makes it possible for 

us to collect more data to find more useful 

information, the truth is that more data do not 

unavoidably mean more useful information. It may 

contain more ambiguous or nonstandard data.  

 

For instance, a user may have many 

accounts, or an account may be used by many users, 

which may mortify the correctness of the removal 

grades [38]. Therefore, several new issues for data 

analytics come up, such as time alone, safety, cargo 

space, mistake charity, and quality of data [39]. 

 

Various solutions have been presented for 

the big data analytics which can be divided [40] into 

(1) Processing/Compute: Hadoop [41], NVIDIA 

CUDA [42], or Twitter Storm [43], (2) Storage: Titan 

or HDFS, and (3) Analytics: MLPACK [44] or 

Mahout [45]. Although there exist commercial 

products for data analysis [42–45], most of the 

studies on the traditional data analysis are focused on 

the design and development of efficient and/or 

effective ―ways‖ to find the useful things from the 

data. But when we come into the period of big data, 

most of the present computer systems will not be able 

to hold the whole dataset all at once; thus, how to 

design a good data analytics structure or platform3 
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and how to design analysis methods are both 

important things in the data analysis process. 

 

Over the past several years there has been a 

wonderful rise in the quantity of data being 

transferred between Internet users. Growing usage of 

streaming multimedia and other Internet based 

applications has contributed to this surge in data 

transmissions. Another surface of the raise is due to 

the growth of Big Data, which refers to data sets that 

are many orders of extent larger than the criterion 

files transmitted via the Internet. Big Data can series 

in size from hundreds of gigabytes to pet bytes [46]. 

 

Big data [47, 48] purposely refers to data 

sets that are so large or compound that usual data 

processing applications are not enough. It’s the large 

volume of data—both structured and unstructured—

that inundates a business on a day-to-day basis. Due 

to recent technical growth, the amount of data 

generated by the internet, social networking sites, 

antenna networks, healthcare applications, and many 

other companies, is radically increasing day by day.  

 

All the huge calculate of data shaped from a 

variety of sources in several formats with very high 

speed [49] is referred as big data. The period big data 

[50, 51] is clear as ―a new production of technologies 

and architectures, designed to cheaply separate value 

from very large volumes of a wide variety of data, by 

enabling high-velocity capture, detection and 

testing‖. 

 

III. HADOOP IN HEALTH CARE DATA  

Hadoop has fundamentally changed the 

economics of storing and analyzing information. This 

difference in economics has attracted a lot of 

attention and will make Hadoop the centrepiece from 

which most large-scale data management activities 

and analyses will either integrate or originate. Now, 

with more robust SQL capabilities being coupled 

with the Hadoop infrastructure and bringing the 

entire SQL-based ecosystem in the world of Hadoop, 

the market has expanded by one or two orders of 

magnitude. No longer is Hadoop just the domain of 

specialists. [52] In the current rapidly growing 

medical world vast measure of data is being produced 

and added every day. Because of Hadoop’s efficiency 

and effectiveness the data considered earlier 

advantageously for the analyses are now loses their 

worth. Hadoop has the efficiency of storing files on 

various systems throughout the cluster using a 

distributed file system. Hadoop hides the location of 

the files in the cluster being accessed the end users 

can reference files the same way they do it in the 

system. [52]. 

 

 

IV. BIG DATA ANALYTICS IS STIMULATED 

IN HEALTHCARE FROM SIDE TO SIDE 

THE NEXT ASPECTS [53] 

 Healthcare data are now increasing very 

fast in terms of size, difficulty, and haste of age 

group and usual database and data mining techniques 

are no longer efficient in storing, dispensing and 

analyzing these data. New original tools are 

necessary in order to handle these data within an 

average forgotten time. 

 The patient’s behavioural data is captured 

throughout numerous sensors; patients' a variety of 

social connections and communications. The 

standard medical practice is now touching from fairly 

ad-hoc and subjective decision making to evidence-

based health care. Inferring knowledge from 

complex, varied patient sources and leveraging the 

patient/data correlations in longitudinal records.  

Understanding unstructured clinical notes in 

the right context. Well conduct huge volumes of 

medical imaging data and extracting potentially 

useful information and biomarkers. Analyzing 

genomic data is a computationally determined duty 

and combining with paradigm clinical data adds 

additional layers of difficulty. 

Fresh developments in the Web, social 

media, sensors and mobile devices have resulted in 

the blast of data set sizes. For example, Face book 

today has more than one billion users, with over 618 

million dynamic users generating more than 500 

terabytes of new data each day [54]. 

The term ―Big Data‖ refers to large and 

complex data Sets made up of a variety of structured 

and unstructured data which are too big, too fast, or 

too tough to be managed by usual techniques. Big 

Data is categorized by the 4Vs [55]: volume, 

velocity, variety, and veracity. Volume refers to the 

quantity of data, variety refers to the multiplicity of 

data types, velocity refers together to how quick data 

are generated and how fast they must be processed, 

and veracity is the ability to trust the data to be 

accurate and reliable when making crucial decisions. 

The most related work associated with the 

introduction of various Map Reduce models and its 

relation with the database processing [56]. This 

tutorial provides the insight about how to improve the 

performance by increasing the availability of the 

system in case of failure, reduced network 

communication overhead, process scheduling etc. 

[57] The Authors performed a detailed study about its 

open source implementation-Hadoop and few factors 

such as 1) I/O mode, the way of a reader retrieving 

data from the storage system, 2) data parsing, the 

scheme of a reader parsing the format of the records, 

and 3) indexing, which is used for speeding up data 

processing. 
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Map Reduce is a structure for handing out 

and control big scale datasets in a dispersed cluster, 

which has been worn for applications such as 

generating search indexes, text clustering, access log 

analysis, and a variety of other forms of data 

analytics. Map Reduce adopts a flexible calculation 

model with a simple interface consisting of a map 

and reduce functions whose implementations can be 

customized by application developers. 

Since its introduction, a substantial amount 

of research, efforts have been directed towards 

making it more usable and efficient for following 

database-centric operations. In this paper, we aim to 

give an inclusive review of a wide range of proposals 

and systems that focusing fundamentally on the 

support of distributed data management and 

processing using the Map Reduce framework [58]. 

V. CONCLUSION 

 The lifelong personal health records can be 

shared by the patient with any stakeholder interested 

in those. The personal health record system needs 

security against attackers and hackers. Scalable and 

secure sharing includes basic securities to protect the 

information from unauthorized admission and failure. 

This paper proposed the new approach for an existing 

PHR system for providing more security using 

attribute based encryption, which plays an important 

role because these are unique and  with difficulty 

hackable. We are reducing key administration 

problems and also we enhance privacy guarantee. 
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