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Abstract— In digital image watermarking authentication 

methods and techniques, the original image will be 

watermarked with a text, image, audio or any signature. To 

overcome the uneven and enormous distribution of 

multimedia content in the internet, we propose a new 

method of watermarking technique using pseudo random 

number generator LFSR (Linear Feedback Shift Register). 

Two LFSR based implementations of pseudo random 

number generator are designed for embedding and 

generating an address in image watermarking applications 

are presented. The first LFSR is axa size bit array watermark 

generator, which will be embedded in the bxb size bit array 

original image. After embedding, the watermarked bit array 

image will be stored in the image watermarking SRAM 

(Static Random Access Memory) memory location using a 

cxc size bit array memory address location which will be 

generated by the second LFSR. In our paper we used LFSR, 

to generate a unique random number watermark array for the 

original image. The embedded watermarked image will 

contain the combinations of LFSR axa size array bit stream 

in such a way that, if this bit stream doesn’t match with the 

LFSR used at the watermark extraction process, the 

watermark won’t be revealed, providing a secured 

authentication to the original image. In watermark extraction 

process, we used the same LFSR of axa size bit array and 

extracted the watermark bit stream. Our proposed method of 

watermarking is simulated and synthesized using Active-

HDL Version 7.2SE design tools and ModelSim XE III 

6.4b. Our proposed method showed better results compared 

to other conventional methods of digital image 

watermarking. 
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I. INTRODUCTION 

The need for data hiding is to covert 

communication using images; mostly secret message 

is hidden in a carrier image providing the automatic 

copyright protection. In data hiding, the two important 

sub-categories are steganography and watermarking. 

Steganography uses some basic principle of 

cryptography to hide information both text and audio 

in undetectable way.  Watermarking is the technique 

of hiding a message about an image, audio clip, or 

other signature within the image or audio itself. 

Comparatively with steganography, watermarking 

technique is invisible and robust to additive noise. A 

digital watermark is a digital signal or pattern inserted 

into a digital image. In digital image watermarking, 

the message is related to the cover and is often used 

between the parties who know the presence of the 

hidden data. In digital image watermarking, the 

techniques evolved will hide cover image in original 

image and at the reverse process the cover image will 

be used. Due to uneven distribution of information in 

the internet, the hidden image may be retrieved by the 

third party. To overcome this, we are implementing a 

new technique of digital image watermarking. 

In steganography, the text string will be hidden in 

an image or audio. In [1] the text will be hidden based 

on the LFSR (Linear Feedback Shift Registers). LFSR 

is a pseudo random number generator. An LFSR is a 

group of shift registers depending on the bit size, 

when clocked, advances the signal through the 

registers from one bit to the next most-significant bit. 

To generate different values of the LFSR some of the 

outputs are combined in exclusive-OR configuration 

which forms a feedback mechanism (a bit pattern 

generation technique). A linear feedback shift register 

can be formed by performing exclusive-OR on the 

outputs of two or more of the flip-flops together and 

feeding those outputs back into the input of one of the 

flip-flops. Linear feedback shift registers make 

extremely good pseudorandom pattern generators [2]. 

When the outputs of the flip-flops are loaded with an 

initial or seed value (anything except all 0s) and when 

the LFSR is clocked, it will generate a pseudorandom 

pattern of 1s and 0s. The pattern of the LFSR will 

depend on the number of shift registers used and the 

seed value. The main advantage of LFSR is the 

random pattern generation, where the pattern will be 

non-repetitive till the seed value again generated from 

the LFSR. 

In our paper, we are implementing two LFSRs, 

one for digital image watermarking [3] of size axa and 

the other for address generator of size cxc. Here the 

first LFSR will generate the cover image of axa size 
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bit array which will be watermarked with bxb size bit 

array.  After watermarking, the watermarked bit array 

will be stored in the SRAM (Static Random Access 

Memory) address locations using another LFSR of cxc 

size bit array. LFSR’s will generate random numbers, 

which will be hidden in the image. If these random 

numbers won’t match at the extraction process, the 

original image won’t be retrieved [7]. This is the 

major advantage of our method of watermarking. 

In our paper, bit wise operation is made between 

the LFSR generated axa size bit array and the original 

image bxb size bit array. In our technique, we had 

generated the size of watermarking LFSR as 16x16 

and the original image size as 256x256. And for 

address generator LFSR, we had generated the 8x8 

size LFSR. Depending on the seed value of the LFSR 

we can implement watermarking technique for 

different sizes of images. LFSR based watermarking 

showed a secured authenticated copyright protection 

to the digital images. 
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The rest of the paper as follows. Section 2 will 

discuss about the LFSR and its implementation.  In 

section 3, the proposed LFSR’s implementation for 

image watermarking and address generation will be 

explained in steps wise. In section 4, is about the 

complete results of our proposed method. Section 5 

will conclude our paper. 

II. LINEAR FEEDBACK SHIFT REGISTER 

In this section, we discuss about the LFSR and its 

pseudo random generation technique [2] and [7]. 

Figure 1 (a) shows a 4-bit LFSR design. A 4-bit LFSR 

is a 4-bit length shift register with feedback to its input. 

The feedback is formed by XORing the outputs of 

selected stages of the shift register referred to as 'taps' 

and then inputting this to the least significant bit (stage 

0). Each stage has a common clock. 
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Figure 1 (a): 4-bit LFSR design. 

 

 

Figure 1(b): The sequence of 4-bit LFSR simulated in ModelSim XE III. 

 

 

This has taps at stages 1 and 3 with XOR 

feedback. Assume that the example LFSR above is set 

to 0101 as seed value. After the initial state, the bit 

shifted into stage0 on each clock edge is the XOR of 

stage3 and stage1. The LFSR passes through 15 states 

2n-1(16-1 = 15) and so is of maximal length. The 

sequence will then repeat from the initial state for as 

long as the LFSR is clocked. Figure 1(b) shows the 

sequence of 4-bit LFSR simulated in ModelSim XE 

III. 

By setting the tap values to either 8-bit or 16-bit, 

we can generate 127 or 255 respectively the bit 

combinations. We are using this bit combination in 

our project. 
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In our paper, we are implementing 16 bit LFSR 

for watermarking and 8 bit LFSR for address 

generation. 

 

III. PROPOSED METHOD OF DIGITAL IMAGE 

WATERMARKING

 

A. Digital Image Watermarking Using LFSR 

 

In this section, the method of digital image 

watermarking was implemented using a 16x16 size bit 

array watermarking [6] LFSR. In our method we used 

the seed value of the watermarking LFSR as 

“1011010010110100”. Figure 3(a) shows the 

sequence of 16-bit digital image watermarking LFSR 

simulated in ModelSim XE III. 

 

Steps wise implementation of LFSR watermark 

generator based digital image watermarking are as 

follows: 

1. Original gray scale image 256x256 size is 

taken and is converted into 16 bit pattern 

representation of size (16x16) x (16x16). 

2. Now a 16x16 watermarking LFSR is 

designed with the seed value of “1011010010110100”. 

This watermarking LFSR will generate 16x16 

combinations of 16x16 size bit array. 

3. So the watermarking LFSR bit pattern 

representation will be in (16x16) x (16x16) bit pattern. 

4. Using AOI logic based watermark generator 

[4] see figure 2(a), the bit patterns of both original 

image and watermarking LFSR bits will be 

watermarked. 

5. LFSR watermarked bits will result in (16x16) 

x (16x16) pattern representation. 

6. The LFSR watermarked bit pattern will be 

reshaped in to 256x256 row and column 

representation. 

7. This reshaped row and column matrix will be 

retrieved as LFSR watermarked image which contains 

a gray scale watermarked image. 

 

 

 
 

Figure 2(a): AOI logic based watermark generator. 

 

B. LFSR Based Address Generator 

The resulted watermarked image will be stored in 

the memory locations of a SRAM for further process. 

To store in the desired and specific memory locations, 

we are implementing a LFSR based address generator 

[5]. The design of address generator using LFSR will 

be discussed in this section. 

The LFSR based watermarked image will be 

sized in to 8-bit 256 rows and 256 columns. The 8-bit 

pattern of the image will be stored in the 8-bit address 

locations of SRAM. To generate 8-bit address 

locations we are implementing 8x8 size bit array 

LFSR. Figure 3(d) shows the sequence of 8-bit 

address generating LFSR simulated in ModelSim XE 

III. 

Steps wise implementation of LFSR address 

generation and allocating memory locations to the 

watermark bits are as follows: 
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1. The LFSR watermarked image of size 

256x256 will be taken in 8-bit pattern 

representation. 

2. LFSR address generator will generate 8-bit 

random numbers, which will be used here as 

the memory locations of SRAM. 

3. The seed value of the LFSR address 

generator we implemented is “10110001”. 

4. The size of SRAM is 256KB so the memory 

locations will be of 8-bit combinations. 

5. As the LFSR generates the memory locations, 

the 8-bit pixel values of the watermarked 

image will be stored in the SRAM memory 

locations. 

6. In SRAM, serially the allocations of 8-bits in 

those specific memory locations will be done. 

7. If any fault in the memory allocation is found, 

will be rectified. 

 

 
 

Figure 2(b): Technology view of Image watermark address generator. 

IV. RESULTS 

 

 

 

The digital image watermarking LFSR generates 

the sequence of random bit patterns ranging from 

initial value to maximum 255 bit patterns bit values. 

These patterns will be taken to watermark with the 

original (cover) image. The watermark generator we 

implemented in our paper is an AOI logic circuit, 

which will perform the combined cover and 

watermarked bit manipulation logic operation on cover 

image (ci) bit patterns and watermark image (wi)bit 

patterns.  

In the watermark embedding AOI logic circuit the 

enable pin En_1 must be in active mode and clock pin 

Clk_1 must be a positive edge triggered. 

 

 

 

 
 

Figure 3(a): The sequence of 16-bit digital image watermarking LFSR simulated in ModelSim XE III. 
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Figure 3(b): Gray scale image taken for implementing our method. 

 

The 16x16 size bit array of LFSR watermark 

generator output bit array will be watermarked with 

the original gray scale image of 256x256 size bit arra 

shown in the figure 3(b).  

A watermarking generator has been designed 

using AOI logic in VHDL program, which will take 

the bits from original 256x256 size image and 

performs AOI bit watermarking with the LFSR 

watermark generated 16x16 size bit pattern. The 

watermarked bits will be scaled down to generate the 

watermarked image, where we can find the robustness 

[3] and [6] between the original and watermarked 

image.  

Figure 2(a) shows the AOI logic based watermark 

generator. 

 

 

Our proposed method can also be implemented 

for the combinations of: 

 
TABLE 1: THE DIFFERENT COMBINATIONS OF SEED VALUES 

FOR THE GIVEN IMAGE SIZE. 

S.No. Original 

Image size 

LFSR seed value 

1 16x16 “1010101010101010” 

2 32x32 “1011111010111110” 

3 64x64 “1011100011100100” 

4 128x128 “1100011010110001” 

 

 

 

 

Figure 3(c): Watermarked bits using AOI logic based watermark generator. 

 

In AOI logic circuit, the implementation [1] and [5] will be done based on the  

 

Wd = wi * En_1*Clk_1+ci’* En_1 * Clk_1 +wici *En_1*Clk_1+wi’ci *En_1*Clk_1.......................(1) 

 

logic operation on cover image (ci) bit patterns and 

watermark image (wi) bit patterns. The bit patterns are 

taken individually form original and watermarked 

image. In the equation 1, the subscripts are  : Wd is the 

watermarked bit pattern, wi is watermarking image bit, 

ci is cover or original image bit, En_1 is enable input 

and Clk_1 is clock input. 

In the above simulated results, the watermarking 

bits which are generated will be of (16x16) x(16x16) 

patterns. 
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These bit patterns will be reshaped into 256x256 

original image sizes. 

In the next process of address generation, the 

256x256 rows and columns image pixel bit values will 

be reshaped into 8x8 bit matrix. 

These reshaped watermarked pixel bit values will 

be stored in the memory location of SRAM, defined 

by the LFSR address generator. 

 

 

 

 

 
 

Figure 3(d): The sequence of 8-bit address generating LFSR simulated in ModelSim XE III. 

 

 

 
 

Figure 3(e): The sequences of 8-bit watermarked bits are stored in 8-bit memory address locations generated by 8-bit LFSR, simulated in 

ModelSim XE III. 
 

 

 
 

Figure 3(f): The cover image extracted from the watermarked image, simulated in ModelSim XE III. 

 

In the above simulated results, the watermarked 

image 256x256 bits will undergo watermark 

extraction process using the same AOI logic circuit. 

The extracted watermark image bit values will be 8x8 
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matrixes of 24x24 dimensions. To convert these bit 

values, we used VB Script, which extracts the bit 

values serially and represents an image matrix. This 

image matrix is our original image. The extracted 

image shows better robustness to the noise. 

Our method shown best results in generating the 

watermark and computing the address locations. We 

calculated PSNR to know the comparisons between 

the different LFSR seed values. 
 

TABLE 2: PSNR VALUES OF DIFFRENT SEED VALUES 

 

Original 

Image 

size 

LFSR seed value PSNR 

(dB) 

16x16 “1010101010101010” 40.21 

32x32 “1011111010111110” 38.24 

64x64 “1011100011100100” 41.10 

128x128 “1100011010110001” 42.23 

V. CONCLUSIONS 

The LFSR based digital image watermarking and 

address generation is discussed in this paper. The 

pseudo random generator LFSR having advantage to 

generative non-repetitive numbers till the seed value 

reached, had been shown a tremendous change in the 

watermarking technique. 

In our paper, LFSR of 16x16 size bit array 

watermark generator shown good results in image 

watermarking and as 8x8 size bit array address 

generator shown good results in storing the 

watermarked image in the relevant memory locations. 

Our method, improved the watermarked technique 

and offer high speed address generator for image 

watermarking. 

VI. FUTURE SCOPE 

LFSR’s used in this paper improved the robustness 

of the image and increased the protection to the 

original image. The proposed technique of 

watermarking and address generation using LFSR can 

be further extended to test pattern generators for 

image watermarking SRAM. To test the SRAM and to 

find the faults in the SRAM memory locations we can 

use the LFSR. And this paper can be extended further 

for Memory Built in Self Test (MBIST) and Memory 

Built in Self Repair (MBISR). 
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